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NO.1 When working with hypervisors configured in a highly available configuration that provides
fail-over capabilities to virtualized servers and applications, which of the following requirements is
commonly overlooked?
A. Correct storage allocation
B. Correct CPU allocation
C. Correct memory allocation
D. Correct licensing allocation
Answer: D

NO.2 An IT manager wishes to migrate classified data to a cloud environment. Before the manager
begins the planning phase, which of the following should be reviewed FIRST?
A. SLA
B. Accountability
C. Rapid deployment
D. Laws and regulations
Answer: D

NO.3 In the process of streamlining the IT activity, a company has considered the delivery of a
number of services from a cloud. The best identified candidates were the newly acquired
CRM and Help-Desk platforms. Which of the following would be their choice considering the
company offers a 24/7 help line/self service portal to both their internal users and customers?
A. SaaS deployed on Public Cloud
B. PaaS deployed on Private Cloud
C. BPaaS deployed on a Hybrid Cloud
D. IaaS deployed on a Hybrid Cloud
Answer: A

NO.4 An external USB hard drive physically attached to a server is a:
A. SAN.
B. DAS.
C. VLAN.
D. NAS.
Answer: B

NO.5 An administrator needs to build a VM for a legacy, single-threaded application. According to
best practice, how many virtual CPUs should the administrator use?
A. 1
B. 2
C. 4
D. 8
Answer: A

NO.6 Which of the following are SAN protocols? (Select TWO).
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A. Fibre Channel
B. iSNS
C. NFS
D. iSCSI
E. TCP/IP
F. CIFS
Answer: A,D

NO.7 Which of the following protocols would allow data to be transferred securely through the
cloud?
A. HTTP
B. SMTP
C. DHCP
D. SFTP
Answer: D

NO.8 Which of the following only uses Fibre Channel to implement a storage infrastructure?
A. NFS
B. SAN
C. NAS
D. SMB
Answer: B

NO.9 An administrator is asked to securely upload a configuration file to a web server in a cloud.
Which of the following protocols should be used in this scenario?
A. SFTP
B. SSL
C. TLS
D. HTTP
Answer: C

NO.10 A new vulnerability has been announced which affects several critical VM guests, but no
patch is available. Which of the following can the administrator perform to mitigate this risk prior to a
patch being released?
A. Install and update antivirus software on all workstations
B. Apply all available software patches to VM guests and VM hosts
C. Disable the affected service if it is found to be unnecessary
D. Cluster all affected VM guests and implement resource pooling
Answer: B

NO.11 The administrator wants to have central storage for all of the files to be stored for each VM.
Which of the following is used to connect a host to a SAN utilizing a fiber connection?
A. VNIC
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B. NIC
C. HBA
D. SCSI adapter
Answer: C

NO.12 Which of the following will allow the administrator to be able to reduce Internet Service
Provider costs for two sites that have replication as a preferred method for disaster recovery events?
A. Caching on two sites
B. Redirection
C. Caching on one site
D. Compression
Answer: D

NO.13 A technician is converting a company's physical server to a virtual server. Which of the
following should the technician do before migrating? (Select two.)
A. Assign server roles in the virtual environment.
B. Perform and verify a full system backup.
C. Perform and verify a full system snapshot.
D. Install guest management tools.
E. Ensure all applications are compatible in the virtual environment.
Answer: A,E

NO.14 Which of the following cloud delivery models has the LEAST probability of data leakage?
A. Community cloud
B. Public cloud
C. Hybrid cloud
D. Private cloud
Answer: D
Explanation:
Reference http://ijcsmc.com/docs/papers/March2016/V5I3201699a41.pdf

NO.15 Which of the following will allow for configuration of a round robin, load balanced
environment?
A. DMZ
B. FAT
C. HTTPS
D. EXT
Answer: C

NO.16 Which of the following cloud services provides application isolation?
A. DaaS
B. BPaaS
C. CaaS
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D. SaaS
Answer: D

NO.17 In which of the following cloud services will the customer be responsible for securing
provisioned hosts?
A. PaaS
B. IaaS
C. SaaS
D. DaaS
Answer: B

NO.18 Which of the following is used to handle non-sensitive information in a datacenter and can be
moved to the public cloud to free up local resources and meet high demands?
A. Chargeback
B. Cloud bursting
C. Automation
D. Rapid deployment
Answer: B

NO.19 Which of the following backup methods is MOST used by VM users?
A. Tape backups
B. Cloning
C. Image backups
D. Snapshots
Answer: D
Explanation: References:

NO.20 A company has deployed a website which is mirrored at a secondary datacenter. Which of the
following should be changed to route users to the secondary datacenter in case of a primary site
failure?
A. Virtual address
B. DNS record
C. ARP table
D. Disaster recovery plan
Answer: B

NO.21 Users have been reporting slow response times on a database server. The administrator
noticed the server at any given time has between 30 to 50 users connected to various databases.
Additional research shows disk metrics such as disk queuing and disk access rates are both around
10% to 15%. Which of the following can be the root cause of this slow performing server?
A. The CPU time reservation is small.
B. The swap disk space is small.
C. The server has fewer resources than required.
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D. I/O tuning is disabled.
Answer: C

NO.22 Joe, an administrator, has just added a new VM to a production network. Joe's workstation is
connecting into the environment from a VPN. Other VMs on the same subnet are open to
connections, however the new VM is inaccessible by RDP, SSH, or ping from Joe's workstation. Joe
can ping other systems on the production network while connected into the new VM by console.
Which of the following is the MOST likely source of the problem?
A. VPN gateway
B. Firewall ACL
C. VLAN tag
D. SSL certificate
Answer: B

NO.23 Several clients hosted on a cluster, is BEST referred to as:
A. IaaS.
B. PaaS.
C. multi-tenancy.
D. on-premise hosting.
Answer: C

NO.24 Which of the following detection controls can be used to identify an unauthorized individual
who accessed a remote network share?
A. Obfuscation
B. Authentication
C. Log review
D. LUN masking
Answer: C

NO.25 Which of the following can limit VM mobility in a host cluster based on architectural
differences?
A. HBA
B. Switch
C. CPU
D. NIC
Answer: C
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